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The Nordics have unique digital
health registers, biobanks, genome
and other data collections
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Nordic service development relies on secure computing and
data environments by the nordic e-Infrastructure providers

Secure cloud (laaS)
* Infrastructure for data and computing (ePouta, Computerome)

Secure remote desktop (PaaS)

* Backed up with computing resources
(TSD, Computerome, Bianca,
CSC ePouta)

Computerome at DTU
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Use case 2-9 Impute server — Distributed imputation

Impute server

TSD

Impute server
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Tryggve ELSI aspects of current use cases

e Based on the analysis of Tryggve use cases certain commonalities regarding
ELSI topics can be found, mainly the following:

@)
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Possible specific requirements of consents towards data processing.
Determining the data controller

Uncertainties regarding the legal basis for data processing.

Data processor contracts with sub-processors.

Influence of local non-GDPR legislation.

Terms for accessing and moving register data (esp. from Denmark).

e Summary document

e Fed into work on a checklist
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https://drive.google.com/file/d/1a7E544bl6D5rtW_enMByHrzdwoRCuQ1o/view?usp=sharing

Tryggve Training event for Nordic researchers on ELSI

topics
“Tryggve workshop on Implications of GDPR in cross-border
research in the Nordics”

Tryggve workshop on implications of GOPR in cross-border
researth in the Noedics

e Helsinki, April 2019
e Applying the GDPR in Nordic research projects

e BBMRI Guidelines and Code of Conduct for health e e B
research i S T o e e

e GDPR issues for cross-border projects - Checklist
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Tryggve ELSI "Checklist’

e ELSI issues & GDPR compliance
Ethical reviews & Informed consents
Controllers

Legal basis

Data processing agreements

Data Protection Impact
Assessments

Data sharing

o Other legal considerations
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https://docs.google.com/document/d/1Kg IrKcOKJVCvMw4iyEhrRsllenEjbiKkWbZ1aK5J68/edit
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https://docs.google.com/document/d/1Kg_lrKc0KJVCvMw4iyEhrRslIenEjbjKkWbZ1aK5J68/edit

GA4GH Compatible Platform (Functional
Architecture)

Workflow Workflow Task
Languages Choreography Orchestration
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Nordic sensitive data e-Infrastructure federation — GA4GH
compliant
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Are we there?

e No we are not!
e What do we need:
o Service providers to trust each other: Security, Data protection, Level of
assurance
o Data owners/providers to trust and collaborate with infrastructure providers

o ELSI Checklist/ best practices for cross-border use cases
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Nordic-Baltic Forum for Building the cross-border
sensitive data infrastructure

e Development of sensitive data sharing and archiving technology

e Support the Development of secure workflows for processing sensitive data
across borders

e Define cross-border use cases to support

e Further development of the secure Nordic platforms

e Implementing LifeScience AAI based authentication and authorization solutions

e Providing assistance with GDPR/legistlation related issues

ONeEIC



Draft Call: HORIZON-INFRA-2023-EOSC-01-06: Trusted environments for
sensitive data management in EOSC (RIA, 15M€, 3p, 100%, 22/12/2022-
28/03/2023)

Expected Outcome: Project results are expected to contribute to all the following

expected outcomes:

Expansion of EOSC’s access to resources provided by public authorities,
including national agencies, in highly sensitive areas, such as the health
sector, governmental statistics or geo-spatial applications, that ensures the
opening of these valuable data sets for novel research through a standard set
of methods able to effectively enable sensitive data
sharing/processing/analysis;

Emergence of trusted environments for management and sharing of
sensitive data in order to facilitate new ways of using sensitive data sets;

Demonstration that FAIR data workflows with sensitive data are securely
possible and can benefit both the data providers and the wider sciencg @®neic
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Upcoming calls

Exploring the Innovation Potential In
Patient Journals

This Autumn, Nordic Innovation will launch a Call For Proposals for a project

o
o
@

which seeks to showcase the innovation potential in Nordic patient journals.

Published: 20 092022 Updated: 2000 2022
The call will be open within the next six weeks.

The aim of thes coll 5 1o fund o project demanstroting o concrete solytion ytiizing the patient journals

across Nordic countries in solving heolthcare chollenges.

Potentiol funding: ' Up to 6.000.000 NOX

In oddition to the potential funding, there will be o co-financing requirement for the winning consortia.



Upcoming calls

Developing an Al-solution For Nordic
Patient Journals

This Autumn, Nordic Innovation will look for a consortia of partners who can
develop an Al-solution capable of processing data from patient summaries

across the Nordics.

Published 20.09.2022 Updated. 20092022

The call will be open within the next six weeks.

Potential funding: Up to 6.000.000 NOK

In addition to the potential funding, there will be a co-financing requirement for the winning consortia.




Nordic-Baltic Forum for Building the cross-border
sensitive data infrastructure - NelC

e Community effort

e Some overhead funding (F2F meetings, etc)

e Analyses for future collaboration opportunities

e Maintaining collaboration platforms through small funded projects and activities
e Establishment and maintenance of collaboration networks (slack, mailing list)

e |deas?
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Yet another brainstorming
on sensitive data sharing!

Kahoot!

1078418



Cross boarder sensitive data sharing: what
are the bottlenecks?

 World Cloud

* Discussion on the outcome



What are the most suitable directions of
intervention to overcome the bottlenecks?

* Multiple choices:

1.

Coordinate investments toward the establishment of a suitable (cross
boarders dimensioned) data infrastructure?

Enhance coordination toward the establishment of a common legal
framework

Facilitate dialogue between sensitive data service providers — data owners
— data consumers to resolve case by case studies

None of these
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Bottom up or top down?

1. Itis better to start from a top down (case by case approach)

2. or abottom up?



From the data owner perspective:

What is needed for a data owner to a certain
country to allow data sharing and/ or data
processing in an other country?

1. It depends on the type of data processing/sharing. Es.: streaming,
imputing, giving away data pose different legal and technological
requirements

2. ltis only about having the proper legal framework, regardless the
technology. The receiving hand will take care of it!

3. Itis only about having trust-worthy technological solutions: If | am
the data owner | want to know who is the technology provider at
the receiving hand, no matter what the law says!



How to promote trust?

* Brainstorming — World Cloud



How to promote the Nordic trust?

* Brainstorm
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EOSC-Nordic’s Technical vision for federated data
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Tryggve - Infrastructure for research with sensitive data

Tryggve is collaboration of NelC and Nordic ELIXIR Nodes (DK, FI, NO, SE) to
develop and provide data and compute services for human data across borders

o NelC = Nordic e-Infrastructure Collaboration
o ELIXIR = European research infrastructure for life science information

Challenge is to balance beneéfit for the society and privacy of individuals

o Secure IT is needed in solving this challenge

@ﬂelc @ NordForsk !'Il.wli"‘ I’Ii,lf'.. NI('-l'r.. f*l(',.-l'r..
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NelC Tryggve projects

Project objective: Tryggve develops and facilitates access to secure
e-infrastructure for sensitive data, suitable for hosting large-scale
cross-border biomedical research studies

e Tryggve 2014-2017: groundwork, building blocks, piloting

e Tryggve2 2017-2020: larger funding ~6M€, going towards
service delivery, increased focus on use cases

https://neic.no/tryggve '
-
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D2/D2 Secure platforms and workflows across

e Enable use cases that involve analysis of sensitive data that is stored in different

locations and countries.
o The main usage scenarios are the Joint processing (“bring data to compute”) and the
Federated processing (“bring compute to data”) approaches.

e Proof of concept implementations with use cases
e Follow global standards from GA4GH

& @neic
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Use case programme

e Direct benefit for Nordic biomedical and health research
o Use cases function as drivers for development of sensitive data infrastructure
e 12 use cases in progress

e Next steps:
o Produce concrete results in use cases together with the users

@neic
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Summary of use cases

Henric Zazzi
Tryggve Scientific Manager

Oe
%® Tryggve @NelC



Criteria for use cases

e Use cases are a key component in the Tryggve2 project
o Demonstrate benefit for users
o Drive development
o Effective dissemination for the project

e Process for managing use cases should account for
o Fair evaluation of cases
o Alignment with strategy of partners
o Decision-making roles
o Transparency within and outside project @)
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Initial contact

Proposal

1

Managing use cases

1. Inquiry @> 2. Evaluation SG 3. Preparation @> 4. Implementation @>

SG

SG = Steering group decision (email or meeting)

= Main national Steering Group member consulted

@> = Inform Steering Group ‘Q‘
'SG :

>

5. Concluded

6. Retracted

Tryggve &NeiC




Labels signaling concerns

Minor concerns

Concerns, potentially damaging

Stalled

Serious concerns, threatening overall performance.
Could be retracted if agreed upon by Customer Pl

Oe
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High priority labels

e use case that could significantly benefit tryggve
e Scientific Manager should be present on project meetings

e Prioritized on use case management meetings

Criteria

Novel type of use case

Drives new technical innovation

@

.
—

High impact in the scientific community

ryggve &NeicC




Use case status

Number of use cases

@ High Priority
B stalled
MNes

Pending

Normal

e® Tryggve @NelC



Tryggve2 use cases

quines

NEIC  Frow & Team Visible

3‘“ oW e A28 Wwite

Evaluation Preparation

1-10 Nord Tremt

146 STAGING l

[ Statied | -
<

Consumer data

| Migh priscity |

Implementation

 High peiecity |

1+1 Schizophrenia

ta. 0@

R T T

| Migh priscity |

2-9 Impute
2-1 Databank
| Stailed )

2-5 PhenoMeNyl

1-4 NoeTwinCan

1-8 Neoepitope pipeline

Concluded

Tryggvel-1 Suflivan

Tryggvel-2 Malarstig

Tryggve1-3 Cillmer

Show Menu

Retracted

1

"

»

g

'y

-

copeOMT

6 Multiresistan

3 Data tracafor

4 Cloud extens

-8 SwEatGen

-7 SateTwoTreat




Tryggve technical
solutions

Access to national sensitive data infrastructure
o Remote desktop for access of data

Storing sensitive data

Sharing sensitive data
o Secure data transfer
o Legal aspect for transferring data across nordic countries

Analyze sensitive data in a secure environment
o e®
®" Tryggve &NelC



Development driven by research use cases

Psychological Medicine -

Genetic risk scores and family history as predictors of schizophrenia In Nordic GENETIES :ﬂb
S O Processing sensitive ENVIRONMENT
: data for schizophrenia h : ACROSS BORDERS
I.-. ot o Siadiun rtiwsiviogy 48 Budbotth Sosvbdie basiuint, 08 1277V St Svutes research

S — retsorcymm 2 SSRGS UP ) Image sources:
- i i A Processing sensitive data for schizophrenia
- N RN 3 LAY AR AR DA research, In the field 04/2016,
" v raqen s http://www.inthefieldstories.net/.

’ Genetics and environment across borders,

NordForsk Magazine 2016.

ALY
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http://www.inthefieldstories.net/

Nordic Twin Study on Cancer - Use case

® Largest twin study in the world available for the
research on heritable and familial risk of cancers

® Cohort constructed by linking the population-based twin
registries of Denmark, Finland, Norway and Sweden to
their country-specific national cancer and cause-of-
death registries. Genomic data also collected from the
samples. =\

A SR
® Shared sensitive data processing environment required -
for method development and novel analyses ot

® Tryggve use case in progress

m NorTwunCan http://nortwincan.org
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Building the cross-border sensitive data infrastructure

e Development of sensitive data archiving technology
e Development of secure workflows for processing sensitive data across borders

e Operating a use case program
e Active dissemination and outreach

e Targeted development of the secure Tryggve platforms
e Implementing ELIXIR AAI based authentication and authorization solutions
e Providing assistance with GDPR related issues

O
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D8 Outreach and dissemination

Raise awareness within stakeholders on the outcomes of Tryggve
e Tryggve monthly Newsletter
o Anyone can suggest and/or write brief updates
o Twitter @NelCTryggve

e Presentations and posters

& @neic
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D8 Outreach

O NelC
@NelCnordee

The I-SCAN study explores the risk of cancer in p:
with inflammatory bowel disease. With the help of
@NelCTrygave, the study takes advantage of Non
health registries and aims to provide better estima
cancer risk in IBD. Read our article: neic.no/news/.
/01/2...

NeIC

2020-01-28

THE I-SCAN STUDY AS A TRYGGVE
USE CASE

SCAN 1 & study exploning the rigk of cancer in patienls with

inflammatory bowel disease. Generally. 1hece bas Soen o Delef 1hat
patignts with I1BD have an increoased risk of cancer. but studies have
shown 1hat 1or many patients i may Not be INC1ea30C &1 & T™he
CONBLOralve project, with 1he help of Teyggwe, takes mlvhnloz)l- of the

NOIdIC registiring and aima 10 give updated and valid estimates of cancer

risk in '6D

The study is part of the Tryggve use case programme. In ordes 10 leasn
more about i1, we asked the |'SCAN researcher Lise M. Helsingen from

the University of 0sio 1o tell us what the study is about

A study that aims to reduce
unnecessary clinical measures

SCAN stands for inflammatory bowel disease - Scandinavian CANcer in IBD study. -SCAN Is 2 study explonng the

risk of cancer in patsents with inflammatory bowel disease, I1BD, which i1s a chronic disease that often staris at a
young age. 18D causes inflammatory changes in the gastrointestingl tract, and the moat common symaloms are
abdomenal pain and bloody diarrthea. The dusease can be very debilitating for the indwidual. Due t0 chromic
inflammation of the gut, there has been a general belief that these patients have an increased risk of cancer,

especially cancer of the large bowel

Oue 10 the perceived high cancer risk, these patients are often recommended regular colonoscopy survesiance, | e
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Challenges for TryggveZ2 in 2020

e Consolidate the achievements of D1, D2/3 into a
coherent (vision for a) Nordic infrastructure platform

e Produce concrete outputs, proof of concepts,
demonstrators, services and use case
implementations

e Disseminate the results actively

O ® @neic
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Challenges for TryggveZ2 in 2020

Tryagve2 D1 Product Planning fa

0 e
%® Tryggve
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D-2-3 Development roadmap for the secure systems within

Tryggve, 2019

Abdulrabman Azab, AR Syed, Antts Purssla, Henric Zazzl, Niclas Jareborg, Jonas Kagberg, and
oha Yoenroon

Executive Summary

This document presests an overview of the curment wtate and plam for the architecture of the future
sensitive data infrastructee resulting from the Trpgeve roject, indluding secure dals slorage and
Cross DONder prOCessing companents. More duOwsson s Incheded On tThe treatment on Cross-border
processing of senstive data, a3 this is the move experimental part of the project. The development of the
senstive data infrantrecture s done In weveral Seliverabie teams of the project Senutive data archiving
(01), Production quality secure serwces (02), Ineroperabibity solutions (D3], Uie cases (D4) and AAI (05)

TIVESVE Operates 3 use Case programme that engages with reseanch teams 1o implement secure soltions
for their research case. These e cnm are deving the technology development in Tryggee By wtting
and fot the develop . The req from e Cres Indude federaled,
Mwmwmmmmm«mmmmummmuﬁumma
10 be suitable for A these cross-Border senutive data use cases. In addtion, the sugpested platiorm & not
Bmfted 1o cutrent ule Casen, NOr even o Nordic projects, an sl the development s done with the aim of
Renenc solunom iulable for lange-scale studies.

‘@ ’iryggve
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7. Tryggve D1 milestones and what we need in order to achieve them e.g. specific
tryggve node requirements
o MH 2020-04 Demonsirate stand-alone Sensitve Data Archive capability
o Metadata minimal
o Elodr AAL loken intagration for submission and dats acoess
o Data Access control
o M10 2020-06 Tochnicad capalsity 1o mirror metadata from CEGA © a local nstance
o Maechanisms 1o request, transier and store metadata fom CEGA 10 3 kocal instance
for datasets siored at the local instance
M6 2020-10 Pilct sarvices opeeasonsl in Nordic Nodes
= Figure out If data needs % be publicly accessibie - depends on e agroements with
EGA
2. Use cases that we need to plan for in development

¢ NorTwinCan
< Support for deploying the solution
e THL Biobank - pending & meeling
o Use cases should be aligned with the deliverables and the EGA
production
3. moving to EGA pre-production - end of February
o Elixir AAI Integration for ingestion and outgestion
© Mapping of EGA to Elixir IDs - dependent on EBI - pending emal
resSponNse
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Vision for cross-border sensitive data infrastructure

Aiming at Nordic infrastructure in which storage & computing
form a secure distributed platform for sensitive data:

e The user can access distributed data from any node of
the platform.

e Workloads are distributed in containers with standard
GA4GH workflow management and interfaces.

e Sensitive data can be stored in secure repositories
connected to the European Federated EGA infrastructure

‘ 23 |
o gl'ryggve QNelC



Beyond 2020...

Work in progress to prepare "Tryggve3" proposal to NelC funding call

e Very tentative draft for work package structure

o WP1: Federated Nordic Health/Biomedical Data Access (EGA technology uptake)

WP2: Sharing and managing geno/pheno datasets

WP3: Globall/international standards in Nordics (to demonstrate cross-border interoperability)
WP4: Demonstrators/Use Cases (Higher level: 1M genomes, data for Al /ML, registry data... )
WP5: Impact goalsetting / Stakeholders / Sustainability

e Current partnership + ELIXIR Estonia
e Tentative budget: about half of Tryggve2
e Tentative duration 2-3 years

o O O O
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NelC Tryggve projects

Project objective: Tryggve develops and facilitates access to secure
e-infrastructure for sensitive data, suitable for hosting large-scale
cross-border biomedical research studies

e Tryggve 2014-2017: groundwork, building blocks, piloting

e Tryggve2 2017-2020: larger funding ~6M€, going towards
service delivery, increased focus on use cases

e ?“Tryggved”: consolidation of Nordic sensitive data infrastructure f
(repositories and processing), prepare sustained operation ? ¥
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Project Manager: .
J & Local contact points:

Denmark: Ali Syed (DTU)
alisyed@cbs.dtu.dk

Finland: Juha Toérnroos (CSC)
juha.tornroos@csc.fi

Antti Pursula
antti.pursula@csc.fi

Scientific Manager:

Henric Zazzi

hzazzi@kth.se Norway: Abdulrahman Azab (UiO)
abdulrahman.azab@usit.uio.no

Web: neic.no/tryggve Sweden: Jonas Hagberg (NBIS)

Subscribe to newsletter online lonas.hagbers@nbis.se

Twitter: @NelCTryggve Contact: tryggve@neic.no
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